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Guaranty Trust Bank (UK) Ltd

Introduction

The GTBank UK Personal Internet Banking is a web platform through which the
bank’s customers interface-with the bank. Customers can view account balances,
historical transactions, send and download account statements, make transfers and
payments both locally and internationally. The functionalities to provide a user guide
can be found below.

LandingPage

* Bookmarks @ B2 Other Bookmarks

Gy Tt ek 90

PIBV.2.0

d manage your ke both locally and i

Personal Internet Banking o vl ERbin oex ety

internet banking platform.

T User ID and Secret if you believe your PIN
2 Y 5 g Answer are Protect your TOKEN PIN. or Password has been
internet banking service 4 3 3 s A
. confidential. Do not Do not disclose it to compromised please
though our website. ,
disclose them to anyone. call us on +44 207 947
www.gtbankuk.com
anyone. 9700

This is the initial page. Click the button ‘Click here to login’ to access the log in page.

Authentication

The three mediums of authentication to verify an account user are:
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1. User ID - This is a unique numeric value assigned to every internet banking
user of GT Bank UK usually sent to the customers at the point of on boarding.

2. Login ID - This is an alphanumeric string received by a customer once setup
is complete in an example format like GT12121212.

3. Account Number - This is the unique 8 digit account number that identifies
an account holder of GT Bank UK

Any of the above options can be used to login to the app subsequently.

Logn
Please enter your credentials to continue

How would you like to login?

& 2 d

Login D User ID Account Number

[ Please enter your Login IC * ]

Remember me EorgotLogin ID
(@ pownload token guide

You can check the box ‘Remember me’ to save your login ID on your browser.

Customers are advised to only do this on the personal devices and not on
public devices.

Forgot Login ID

Customers who have their profiles already setup but may have forgotten their login
ID can be reminded of their login ID by following the steps below:

Provide an account number:
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Cak & O 8 n 0@ (e i)

{5 Other Bookmarks

< C @& dev.gtbankuk.com/new-ibankfonboarding/auth/forgot-login-id

% Bockmarks @

Login ID Reminder

1 you have forgotten your Login ID, please complete the form below correctly

Account Number.

A

2. Once account number is validated, provide date of birth, security answer and
hardware token code for further validation.

e d v # O an 0@ (et i)

£ Other Bookmarks

&« C @ dev.gtbankuk.com/new-ibank/onboarding/auth/forgot-login-id

% Bockmarks @

LoginID Reminder

If you have forgotten your Login ID, please complete the form below correctly

3. After successful validation of the provided details above, the customer's login
ID is displayed.
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<« C @ dev.gtbankuk.com/new-ibank/onboarding/auth/forgot-login-id o T % % © =2 » 0O o Update ;\}

* Bookmarks @ £33 Other Bookmarks

Dear customer, your Login ID Isf,; 7 YUse the Temember me' option next time £S)
you log in on your device to keep your login Id saved on the login Id field.

Click the Continue button below to copy your retrieved Login ID to clipboard and go
back to Login

Download Token Guide

Please go the company website www.gtbankuk.com to download user guides for the
hardware tokens.

The Old token (DP275 token)
The New token (DP770r token)


http://www.gtbankuk.com/
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%
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* Boockmarks @ ES Other Bookmarks

S C @ dev.gtbankuk.com/new-ibank/onboarding/verify o [

Login

Please enter your credentlals to continue

How would you like to login?

orgot Login 1D
() pownload token guide
Old Token Guide

New Token Guide

User Authentication

The authentication modes have been subdivided into 4 types:

Straight through login
Partial Reset

Full Reset

New User

Straight through login

This applies at initial access when user has no secret question/answer set up or
does not have a hardware token on the PIB account.

The user is required to input their security question/answer and hardware token code
to login to the app. This is the only way to login to the app.

The steps are outlined below;

Verify user's login ID or user ID or account number
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& C & dev.gtbankuk.com/new-ibankf/onboarding/verify o A % # @ 2 » O ° Update Z:i
e
% Bookmarks @ ES Other Bookmarks

Login

Please enter your credentlals to continue

How would you like to login?

& & |

Login ID UserID Account Number

Please enter your User ID *

Remember me Forgot Login ID

(@ pownioad token guide

Old Token Guide

New Token Guide
2. Validate security answer and old hardware token code (DP275)
&« C' & dev.gtbankuk.com/new-ibankj/onboarding/authfuser-auth o 2 A % » @ =2 » 0O 01 Update
% Bockmarks @ £S5 Other Bookmarks

Welcome, NL1 Wmbnautgh NL2 likofigrdm!

You are about tologin c:-lhis is not your Login ID, please click

here

Click here to setup the new DP770r token

Socurity Answer

[ © ]

This Is the answer ta your sacurtty quostion

Token Code

R EEE

1. Pr hold 2 " €
the o screen code ¢

K- if PI}

Or validate security answer with new token (DP770r)
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- C @ dev .comjnew-ibank/or Jauthjuser-auth e h & + © 8 % 0@ (Udate 1)
% Bookmarks @ [ Other Bookmarks
Welcome, NL1Wmbnautgh NL2 likofigqrdm!

You are about to login as SN this is not your Login ID, please click
here

Security Answer

N\

Token Code

[1][2](3][2 g 2]

How to Validate Signature

O

After the security answer and hardware token of the user is successfully
validated, the user is redirected to the dashboard

NLI WRNENAUTQH NL2 ILKOFIQ.. | |
USER ID: S Personal Internet Banking U} GTCO
LAST LOGIN DATE: ZEIDQfZDZJ 14:25:06 »

° Dashboard

Lookup your accounts and carry out quick actions

BT Doshboard Assa:lmadAc:oumo shaw Balance: (i) oN

£54.40

B Accounts Book Balance: £54.40

s0-83-01 WIS
CSN DXWXHOARQDSXTFM
© Transters GTRANK CURRENT ACCOUNT (08P)
£ self service £33.50
Book Balance: £33.60
60-83-03
e Help CSN DXWXHOARQDSXTFM

GTBANK SAVING ACCOUNT (GBP)

$39.25
Book Balance: $39.25

oo-a3-03 |
CSN DXWXHOARQDSXTFM
GTBANK SAVING ACCOUNT (UsD)

Click here to view more...

[ B seno us vouR FeEDBACK J

v-0.0.20

Partial Reset
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In this scenario, the user has had their security question and answer reset. The
user's token is authenticated and is required to update their security question and
answer. After this update is successful, the user is redirected to the verification page
to login through the straight through login process.

The steps are outlined below;

Verify user's login ID or user ID or account number

l.ogn
Please enter your credentials to continue

How would you like to login?

B 2 7

LoginID User ID Account Number

[ Please enter your Login ID * ]

Remember me Eorgot Login 1D
(@ pownload token guide

The user is required to provide a hardware token code from the old hardware
token linked to the account (DP275)
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Welcome, NL1 Wmbnautgh NL2 llkofiqrdm!

You are about to login a.f this is not your Login ID, please click

here

Token Code

71711 4

Token code is the unigue code genarated by the DP275 hardware token.

3.
Or validate token code from the new hardware token (DP770r)
Welcome, NLI Wmbnautgh NL2 likofiqrdm!
:::J:re about to login s @R if this is not your Login ID, please click
4. On successful validation of the token code, the user is required to update the

security question and answer on their account. This will be used for subsequent log
in to the app. (Straight through login).
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User Security Update

'We noticed that you are logging on to our online banking system for the first time
after your security details were reset. For security reasons, you are required to
update your security question and answer."

**Your secret answer is case sensitive. Please note and memorise it as it will be required for
subsequent logons

Security Question

l What is your mother’s maiden name? 2.4 J

Security Answer

‘ ® ]

This is the answer to your security question.

= I agree to the Terms and Conditions of GTBank UK Personal Internet
Banking service

Once the security question and answer update is successful, user is
redirected to the verify user page to use the updated security answer to log in to the
application.

User Security Update

‘We noticed that you are logging on to our online banking system for the first time
after your security details were reset. For security reasons, you are required to

update your security

Your reminder Question and Answer update is successful. Please keep your reminder
secret details confidential to ensure increased security of your funds.

Go back to login

s of GTBank UK Personal Internet
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6. The User will then be required to login again and will go through the Straight
through login.

Full Reset

In this scenario, the user has had their security question and answer reset and the
hardware token linked to their account is also delinked. The user is authenticated via
an activation password sent to their registered email address and is expected to
follow the prompts to update their security question and answer and also link their
hardware token to their account.

The steps are outlined below;

1. The user can only be verified using user ID or account number alone in this
scenario.

Login

Please enter your credentials to continue

How would you like to login?

|

Remember me Eorgotiogin 1D
(® bewnload token guide

2. The user is required to provide an activation password as received via emalil
after a designated bank staff has performed a full reset.
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Welcome, NL Wmbnautqgh NL2 llkofiqgrdm!

You are about to login s this is not your User ID, please click here

Activation Password

[ ...... © ]

his is the activation password $ent o your emall

3. The user is required to then update their security question and answer and
agree to the terms and conditions.

User Security Update

‘We noticed that you are logging on to our online banking system for the first time
after your security details were reset. For security reasons, you are required to
update your security question and answer."

**Your secret answer is case sensitive. Please note and memorise it as it will be required for

subsequent logons

Security Question

[ What is your mother's maiden name? v ]

Security Answer

[ ® ]

This is the answer to your security question.

1 agree to the Terms and Conditions of GTBank UK Personal Internet
Banking service

4. The user still bearing the old DP275 hardware token is required to link the
hardware token to their account by providing the serial number at the back of the
token device.
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Link Hardware Token

Token Serial Number

[ o1oonoon }

This i the serial number ot the back of your hordware token

1 agree to the Terms and Conditions of GTBank UK Personal Internet Banking
service

Where the user has the new hardware token (DP770r), follow the steps below to
link the token to your account; Scan the image to generate an onscreen device code
Link Hardware Token

Sean tho image below with your hardware token

On Screen Device Code

l 14142515251 }

| agree to the Terms and Conditions of GTBank UK Personal Internet Banking
service

How to generate Device Code

Scan the next image to generate a 6-digit code to confirm the linking process.
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Confirm Token

Scan the image with your token device and input the token code to complete the token
registration

Scan the image below with your hardware token

0 2)E)E)E)E)
e

How to generate Signature Code

O 0O 0O

Confirmation that the linking process and all updates have been successfully
completed.

Confirm Token

Scan the Image with your token device and Input the token code to complete the token

You have been successfully setup. Please kindly click the login button below to login
again.

Go back to login

How to generate Signature Code
5. After tokens have been setup successfully, the user is redirected to the login

page to use the updated details to log in to the application.
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Your hardware token has been linked to your user profile success
click the login button below to login again

Go back to login

fully. Please kindly

GTBank UK Personal Internet Banking

New User

In this scenario, the user is using the PIB platform for the first time since the bank
has profiled the user. The user is authenticated via an activation password sent to
their registered email address and is expected to follow the prompts to update their
security question and answer, and also link their hardware token to their account,
and setup a login ID.

The steps are outlined below;

The user can only be verified using the user ID or account number alone in
this scenario.
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Login

Please enter your credentials to continue

How would you like to login?

& & )

Login ID UserID Account Number

[ Please enter your User 10 * ]
Remember me Forgot Login ID
() bownload token guide

2. The user is required to provide an activation password received in their
registered email address when the Customer Services team performed a full reset.

Welcome, NL1 Wrnbnautgh NL2 llkofigrdm!

You are about to login u:.l! this is not your User ID, please click here

Activation Password

( ...... ® ]

his is the activation possword sent to your emall

3. The user is required to update their security question and answer and agree
to the terms and conditions
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Link Hardware Token

Token Serial Number

l oloonoon }

This Is the serial number ot the back of your hardware token

. | agree to the Terms and Conditions of GTBank UK Personal Internet Banking
service

The user still bearing the old DP275 hardware token is required to link the
hardware token to their account by providing the serial number at the back of the
token device.

Link Hardware Token

Token Serial Number

l 01001001 ]

This is the serial number ot the back of your hardware token

| agree to the Terms and Conditions of GTBank UK Personal Internet Banking
service

Whereas user has the new hardwaretoken (DP770r), follow the below steps to link
the token to your account; Scan the image to generate an onscreen device code
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Link Hardware Token

Scan the image below with your hardwars token

On Screen Device Code

14142515251

I agree to the Terms and Conditions of GTBank UK Personal Internet Banking
ice

—
y

-

Scan the next image to generate a 6-digit code to confirm the linking process.

Confirm Token

Scan the Image with your token device and Input the token code to complete the token

You have been successtully setup. Please kindly click the login button below to login
again.

Go back to login

E E

Confirmation that the linking process and all updates have been successfully
completed.
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SetupLoginID

This is your new Login ID: c il

Do you want to keep the above default Login ID?

Yes No

] 1 agree to the Terms and Conditions of GTBank UK Personal Internet Banking
service

5. After this has been validated, the user is asked if they want to keep the default
login ID usually in the GTXXXXXXXXX format or setup new alphanumeric login ID.
To keep the default login ID, this is the page they will see.

SetupLoginiD

This is your new Login ID: cTEMIIIIIES

Do you want to keep the above default Login ID?

T —

se G combination of letters and numbers to form your new login ID. Do not use space or special

)

1 agree to the Terms and Conditions of GTBank UK Personal Internet Banking
service

If the user chooses to setup their own alphanumeric login ID, this is the page

they will see once they use the toggle button.
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Your new loginid has been updated successfully. You can now use it to
log in to the PIB platform Please kindly click the login button below to login again.

Go back to login

-

On successful update of all these information, the user will be asked to go
back to the login page

Use the new setup details to go through the straight through login process.

Welcome, NL1 Wmbnautqgh NL2 likofigrdm!

You are about to login asmlf this is not your Login ID, please click

here

=




|
GTCO

Guaranty Trust Bank (UK) Ltd

Setup New DP770r Token

Customers who are on the old DP275 token will see the option to switch to the new
DP770 token as shown below;

Welcome, NL1 Wmbnautgh NL2 likofiqrdm!

You are about to login c-nhh is not your Login ID, please click

—
Click here to setup the new DP770r token
s

The steps to complete the switch are highlighted below;

A user must authenticate themselves following via two options, with the old
DP275 token with security answer or through an OTP received to their registered
email address.
Below is the image using the security answer and the DP275 token.
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Register New Token

Before you can register your new token, we want to be sure we can identify you. Select
your preferred mode of authentication.

What kind of hardware token do you have?

DIGIPASS 275 (Old model) orp

Security Answer
[ ® ]

ThiE Is the enewer t your security question

Token Code

8])(2)[e[8](7][7]

1L

Below is the image using the security answer and an OTP

Register New Token

Before you can register your new token, we want to be sure we can identify you. Select
your preferred mode of authentication.

Wihat kind of hordware token do you have?

‘ DIGIPASS 275 (0ld model)

Security Answer

DOO000d

2. Scan the cronto image below using camera of the DP770 token. Input the
generated onscreen device;
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Confirm Token

Scan the image with your token device and input the token code to complete the token
registration

00000

3. Once validated, another cronto image is generated, scan and provide the 6-
digit code to confirm the token setup process.

How to generate Signature Code

Confirm Token

Scan the image with your token device and input the token code to complete the token
registration

You have been successfully setup. Please kindly click the login button below to login
again.

Go back to login

4, Once the token code provided is validated successfully, the new token setup
is complete and the user can will then be redirected to the verify user page to log in
to the app using the security answer and new DP770r token.
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Confirm Token
Scan the image with your token device and Input the token code to complete the token
registration

Scan theimage below with your hardware token

You have been successfully setup. Please kindly click the login button below to login
again

Go back to login

How to generate Signature Code

4

Dashboard

On the dashboard, the user can see their Name, User ID, and last login date at the
top left hand corner of the page. The user can log out of the application by clicking
on the power icon located at the top right corner of the page close to the GTBank UK
logo.

The Dashboard has a navigation pane on the left through which the user can visit
and use several functions on the app. At the bottom of the navigation pane,
Customers may use the ‘Send feedback menu’ to send their feedback or complaints
which will be directed to the relevant teams and given attention.

By default, the dashboard is set to show the list of accounts, balances, account
number and account type of the user. The user can also hide the account balance(s)
at will.

Click on a specific account to see the transaction history for that account.
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NLI WRNENAUTQH NL2 ILKOFIQ... 1
usen oA Personal Internet Banking 0} GTCO

LAST LOGIN DATE: 25[09/2023 14:25:06

° Dashboard
Lookup your accounts and carry out quick actions

B2 Doshboard Associated Am:ounlso show Balance: (i) on

£54.40

B accouns Book Balance: £54.40
60-83-03 |

CSN DXWXHOARQDSXTFM

e Transfers GTRANK CURRENT ACCOUNT (G8F)
£ seltservice £33.50

Book Balance: £33.50

60-83-0:

Help CSN DXWXHOARQDSXTFM
GTBANK SAVING ACCOUNT (GBP)

$39.25
Book Balance: $38.26
60-83-03
CSN DXWXHOARQDSXTFM

GTBANK SAVING ACCOUNT (USD)

Click here to view more...

[.i ]
Accounts
The accounts module has two sub modules;
Account statement
Transactions History
LAST LOGIN DATE: 25[0!,'2028 19:50:19 pam—

° Accounts

List of accounts associated with you

& =

Account Statement Transaction History

B8 Dashboard
[@ Accounts
@ Transfers
¢ Sell Service
(]

Help

[E SEND US YOUR FEEDBACK J

w0020

Account Statement
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The account statement function allows Customers to download account statements
of selected accounts to their device or send the statement to their registered email
address.

The steps to get an account statement are listed below;

Select the account for t statement for from the list of accounts

2. User selects the period for the statement. If the option chosen is ‘Specify
period’, user will be asked to supply a start and end date. If the user selects any of
the other period options like ‘Last year’, ‘Last Month’, etc. the start date and end date
will not be required from the user.

3. If the user clicks on the ‘Send Statement’ button, the statement for the
selected period will be sent to the user's registered email address. If the User clicks
on the ‘Download statement’ button, the account statement will be downloaded on to
the user's device. It is advised for Customers to only use the download button on

HL1 WRNBNAUTQH NL2 ILKOFIQ... ™
USER ID: Personal Internet Banking 0] GTCO
LAST LOGIN DATE: 26/09/2023 19:50:19 B
° « Account Statement
Downlcad and send your account statement to your personal emall at a go!

BY Dashboard select account to view statement:

CSN Dxwxhoarqdsxtfm | 20058010 | £54.40
I[E Account

Foriod
& Transt ISpe ity Period ]
£r selfservice oo e

26/08/2023 B IT° 26/09)2023 o] I
© rer

Send Statement + Download Statement

4, This is an image of an account statement successfully sent to the registered
email address of a user using one of the prepared period.
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USER |
LAST LOGIN DATE: 26/08/2023 18:60:19

B3 Dashboard

)

Accounts

Transfers

self service

® & o

Help

[ B2 senp us Your FEEDBACK J

v-0.020

Personal Internet Banking

< Account Statement

Download and send your accou

sslect account 1o view statament:

TIFICATION

[ CSN Dxwxhoargdsxtim | S | £64.40

seriod

[ Last vear

'J

Send to Email

B4 Send Statement & Download Statement

Transaction History

|
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The transactions history module allows Customers to keep track of transactions on
selected accounts. Customers can filter transactions using the following individually
or as a combination;

Date range (start date and end date)

NL] WRNENAUTQH NL2 ILKOFIQ..
USER ID:
LAST LOGIN DATE: 26/08/2023 19:53:28

§ Dashboard

Accounts

@

Transfers

Self Service

® & o

Help

Personal Internet Banking

Transaction History

View all the transactions carried out on your accounts ata go!

36lect acCount to view statement:

start pate

End Dote

l csh Drwrhoaragsctim EIIIIDES4.40 ~ J

o1/01/2023

o] ] To [27109[2023

Tranacction type

ALL MONEY QUT MONEY IN

FILTER BY:

At

Fermarks

| Enter amount ta filter

ECHANNELS (ONLINE ACCOUNT TRANSFER)

Qwn Account Transfer Via Gtworld
Transaction Data:
jorfaeas

MAIN BRANCH (FASTER PAYMENT)

............
njorjaozs

MAIN BRANCH (FASTER PAYMENT)

nccet SIIIIPmitnto: /Rio/wat Teat

Onlin Fps Post waf Test senname <IIIIINa<ct: 13982254 Remitinio: [Afbf post Wal Test

‘Transaetion oats:
13fosj2023

[ B seno us vour FeeDBACK J | ECHANNELS (ONLINE ACCOUNT TRANSFER)

w0020

Money out (Debit transactions)

‘ [
U} GTC0

£10.00 [ Download keceipt
o
£10.00 T (oownicoa eceiet |
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USER 1D/

LAST LOGIN DATE: 28/09/202319:53:28

Personal Internet Banking

Dashboard

B

Accounts

Transfers

Self Service

Help

@ &+ o

Transaction History
View all the transactions carried out on your accounts at a gal
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Customers can also view more details about each transaction by doing the following;

1. Click on the ‘View details’ on the particular transaction
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Details of the transaction is shown.
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FILTER BY:
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Help

There are no transactions for the parameters selected.

Kindly Adjust the filters and try again

B senp us Your FeepBACK

If the filter parameters a user inputs does not return any transaction, the user will see
the below image;
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° Transfers

Carry out different kinds of transfers
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International Bank Transfer
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Self Service
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Help
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v-0.0.20
el

Transfers

The transfer module allows Customers to move between their accounts, or to other
accounts, both domestic and international.

The transfer module contains the following functions;
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Own Account Transfer
GTBank UK Transfer
Other UK Bank Transfer
International Bank Transfer
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Select credit account:
self service
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CSN Dxwxhoarqdsxtfm 160-83-03

GTBANK SAVING ACCOUNT (G8P) - £33.50

l }

[ B senp us Your FeEDBACK J

Transfer to Own Account

Customers can send funds between their profiled accounts of the same currency
using this menu.

The steps to make transfers to own account are highlighted below;
The user selects an account that the funds will be debited from.

The user selects an account that the funds will be credited into i.e. the
account that the funds will be moved to. The currency of both the account to be
debited and credited must be the same. e.g. GBP to GBP. A transfer between
accounts of different currencies is not allowed.
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USER ID& Personal Internet Banking (0]
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@ e
amount
a0 |
Remarks

‘ test transfer ‘
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3. The user inputs an amount to be transferred. The amount must be greater
than 0.
4. The user enters remarks for the transfer. This is an optional field.

‘A Transaction Successful

M

Transaction Successful

This payment will be credited to the payee’s account
immediately

5. The user will get a prompt to say if the transaction was successful or not.
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Help
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Transfer GTBank UK Account

Customers can send funds to other customers who have a GTBank UK Account
using this menu.

Transfer to GTBank UK Account (New Payee)

The steps to send funds to a GTBank UK Account that a user has not previously
saved as part of their registered payees are shown below;

By default the toggle button is set to Saved Payees, so the user has to click
on the New toggle button to begin the transfer to a new payee.
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User inputs the 8 digit account number of the payee.
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@ Hep

BANK NAME GUARANTY TRUST BANK PLC

) i

Select debit account:
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{ B senp us vour reepBack J ’ ‘
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After the 8 digit account number of the payee has been inputed, the account
number is validated immediately and the name attached to the account is displayed
on a card for confirmation. If the user chooses to not make payment to the validated
account, they can use the cancel icon highlighted. The cancel icon removes the
validated account number and allows the user to enter another account number they
wish to make a payment to.
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Send money to other GTBank UK accounts

Select beneficiary option.
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test

Guaranty Trust Bank (UK) Ltd

* O 8 &00Q(wee

B3 Other Bookmarks

o H
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It is Banking
Easier & Smarter

You can view account balances, transfer
funds, view transaction history, get
account statements, and so much more.

4, The user can go ahead to select an account they want the payment to be
taken from, the amount to be paid (This must be greater than 0), and the remarks for

the payment. The remarks field is optional.

< C @ dev.gtbankuk.com/new-ibank/portal/transfers/GTBank

% Bookmarks @
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Send money to other GTBank UK accounts
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o] +5 New
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If the user wants to save this payee to their list of payees, they can click on
the ‘save beneficiary’ checkbox highlighted below. The user then clicks
the continue button.

€ 5 C @ dev i /GTBank oo % ¢ © 8 % 0@ (Upsae ?)
 Bookmarks @ E5 Other Bookmarks

‘& Confirm Transaction

/ACCOUNT SORT CODE: 60-83-03
ACCOUNT NUMBER: =

GTBANK CURRENT ACCOUNT (GBP)

/ACCOUNT SORT CODE: 60-83-03
ACCOUNT NUMBER: -

Your Reference:

-

A summary page of the transaction to be performed will be displayed. The
user is expected to go through and confirm the details are correct before clicking
on continue.

€ 5 C & dev i TBank o % # @ 9 O @ (update :
% Bookmarks @ B2 Other Bookmarks.

‘A Confirm Transaction

To protect you and other
for fraud

Please confirm who you are paying:

O An existing payee with new details

@ An employee

O A supplier

o Unexpected request from someone | know
O Other business (not a supplier)

O Other individual (not an employee)

O One of your other accounts




|
GTCO

Guaranty Trust Bank (UK) Ltd

7. The user is then required to answer a couple of questions relating to the
transaction before it can be completed. First, who is the user paying?

€ 5 C @ de i TBank oz d % ¢+ Q8 n 0@ (e )
* Bookmarks @ E5 Other Bookmarks

‘A Confirm Transaction

How did you receive the request for this payment to be made?

Olnpomn
QO Aletter

@® aninvoice

O External email
O Internal email
(O aphonecall/sms

O other

Continue

8. How did the user receive the request for  payment?
€ 5> C @ de i TBank o o % woggug
* Bookmarks @ 5 Other Bookmarks

A Confirm Transaction

Havey fil y of the email by an alternative contact
method?

O Confirmed in person

Ol‘ on aknown

(®) confirmed through a secure app

O Not confirmed
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9. If the user selects the “External email or Internal email” options, the user is
asked how they confirmed the authenticity of the email.

€ 5 C @ dev

* Bookmarks @

/GTBank

% Confirm Transaction

verity i gap

Y
from a trusted source e.g. their website.

o w 08 % 0@ (i)

ESS Other Bookmarks

y may g

9. Y P
may not be able to get it back.

Continue With Payment

10. The user is then asked to ensure they do their due diligence before making
any payment. The user can then choose to stop the payment or continue with the

payment.
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€ 5 C @ dev i TBank o a % ¢+ 08 & 0@ (U i)

* Bookmarks @ 5 Other Bookmarks

‘A Confirm Transaction

l sign this transaction.

Token Code

BB ERE

11. The user is asked to validate the transaction using their old hardware token
(DP275) - User has to sign this transaction on the old token by supplying the last 6
digits of the payee's account number.

€ 5 C @ dev i GTBank o a % ¢+ 03 & 0@ (e )

* Bookmarks @ 5 Other Bookmarks

‘A Confirm Transaction

or using the new hardware token (DP770r)
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€ > C  ade i 5/GTBank o dox ¢ © 8 * 0@ (Upaste ?)

% Bookmarks @ B3 Other Bookmarks

‘A Transaction Successful

M

Transaction Successful

This payment will be credited to the payee's
account immediately

12. If the token code provided is valid, a successful response is returned
otherwise, an appropriate error message is shown.

5 @ dev. i TBank o O 8 % = 0@ (update :

% Bookmarks @ B2 Other Bookmarks
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Transfer to GTBank UK Account (Saved Payee)
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The steps to send funds to a GTBank UK Account that a user has previously saved
to their list of payees are shown below;

By default the toggle button is set to Saved Payees when the page loads. If
the saved Payee toggle is not highlighted, e.g. if they were on the New payee toggle,
the user can click on the Saved toggle button.

& dev.gtbankuk.com/new-ibank/portal/transfers/GTBank o h K & O © (upoate 1)
* Bookmarks @ B3 Other Bookmarks
NLI WRNBNAUTQH NL2 ILKOFIQ... ]
USER 1D/ Personal Internet Banking Q) GTCO
LAST LOGIN DATE: 02/10/202310:58:26 Syl
° e GTBank UK Transfer

Send money to other GTBank UK accounts

§ Dashboard

It is Banking

& Accounts — —
= Easier & Smarter
B saved +3, New <
@® Transters You can view account balances, transfer
funds, view transaction history, get
Sok account statements, and so much more.
eneficia
€2 self service [ ]
@ rep 'CSN Ojxidxagtpceoyg
CSN Recnneaqqabufhn ~
== .
® Google Play
CSN Eztrnrqzsptwmst = & App Store
- .

[ B senD us YOUR FEEDBACK J

v-00.20

The user can click the select beneficiary drop down to reveal the list of saved
payees/beneficiaries. The user can search through the list to select a specific payee.
The user can choose to delete any saved payee they want if they click on the bin
icon on the selected/highlighted payee.
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v-0020

If Payee is successfully deleted, the user will get a successful response.

¢« C @ dev. r Jportalftransfers/GTBank o T % % Q@ 8 0O o\\updaxe :

% Bookmarks @ B3 Other Bookmarks
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accountnoveex NI

Help
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AAAAAA

& App Store

mmmmmm

[ B senp us Your FeeDBACK ] ‘ ‘

wann

After the user has selected the saved payee to make payment to, the payee is
validated and displayed on a card for the user. If the user chooses not to make
payment to the validated account, they can use the cancel icon highlighted. The
cancel icon removes the validated account number and allows the user to enter
another account number they wish to make a payment to.
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& 5 C @ dev i TBank o O 8 % = 0O @ (update §
* Bookmarks @ B2 Other Bookmarks
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* Sell Service BANK NAME GUARANTY TRUST BANK PLC
@ rer stk e
N Drwahoarqdsxtim SIIIPE35.50 N l
Amount
[ 2 ]
Remarks
test

[ B senp us Your reeDBACK ]

v-0020

4. The user then selects the account that the payment will be taken from, the
amount that will be paid (this must be greater than 0), and a remark for the
transaction (this is optional). The user then clicks the continue button.

€ > C @ de. i TBank o % % @ 2% 0@ (upsate i)
* Bookmarks @ B Other Bookmarks

‘A Confirm Transaction

ACCOUNT NAME: ‘CSN Dxwxhoargdsxtfm
ACCOUNT SORT CODE: 60-83-03

accounnuvecr: <

ACCOUNT TYPE: ‘GTBANK SAVING ACCOUNT (GBP)

MAKE PAYMENT TO:

ACCOUNT NAME: CSN Ezfrnrqzsptwmsf
ACCOUNT SORT CODE: 60-83-03

ACCOUNT NUMBER: -

Your Reference:

-
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5. The details of the payment will be displayed; the user can go through it to be
sure the details are correct.

& 5 C & dev. i s/GTBank o oM % oogauo

% Bookmarks @ 5 Other Bookmarks

‘A Confirm Transaction

5)7)[&)[e)e)s)

1. Press and hold 2. You will see a 3. Enter the login
the OK button to screen with - code on Internet
switch on your GtbANK- if PIN is Banking and
Token, enter your correct. Press on the continue with
PIN, See user guide Jogin or 1 button to logging in.

if it's your first time generate 3 login

of use code

v:‘

6. The user is then asked to validate the transaction using their old hardware
token (DP275).
€ 5 C @ dev i TBank o % ¢ @8 %O Q@ (Update i
% Bookmarks @ B Other Bookmarks

‘A Confirm Transaction

DO0000

How to Validate Signature

[ oy | —

or using the new hardware token (DP770r)
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€ 5 C @ de i TBank oo x 08 0@ (e )

% Bookmarks @ 5 Other Bookmarks

‘A Transaction Successful

M

Transaction Successful

This payment will be credited to the payee's
account immediately

If the token code provided is valid, a successful response is returned
otherwise, an appropriate error message is shown.

€ 5 C & de i o a % ¢+ 03 & 0@ (U )

* Bookmarks @ Other Bookmarks

‘A Attention

The bank is unable to

If you opt t¢ i the earliest the it be p
subject to our usual checks and control.
‘Your account will not be debited until the transaction is processed and you should ensure that you

have enough funds to cover the payment amount.

Kindly click the OK button below to accept this condition and input the transaction details or click

the CANCEL button to end the process.

=

Transfers to Other UK Bank Account

Customers can make payments to customers of other UK banks using this menu.
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Transfers to Other UK Bank Account (New Payee)

The steps to send funds to other UK bank Accounts that a user had not previously
saved as part of their registered payees are shown below;

The user clicks on the ‘Transfer to Other UK Bank Account’. If the date or time
is during the bank's out of office hours or bank holiday, the user will get a prompt
informing them that the transaction will be treated during the next working day. If the
user is fine with this, they can click on the OK button to proceed. If the date is during
office hours and not on a bank holiday, the user will not see this prompt.
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° Transfer to Other UK Banks

Send money from your GTBank UK account to other banks in the UK

BS Dashboard

Select beneficiary ppéeR————. _
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[« § +2 New
[E Accounts -~

i —— GTUK MyCard
Transfers
S ~ : A self-service channel to manage your
debit card(s) anytime and anywhere.
Check card transactions, card balance,
Self Service view debit card PIN, freeze card, and so
Enter Beneficiary's account name much more.
@ oo ‘ ‘ l —
Payee Sort Code [} °
l l £2,067.00
s
[ Amc ] & App Store
B seno us Your FeeDBACK ] s
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By default the toggle button is set to Saved Payees, so the user has to click
on the New toggle button to make payment to a new payee.
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o Transfer to Other UK Banks

Send money from your GTBank UK account to other banks in the UK
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B Dashboard Select beneficiary option.

B +3 New
Accounts

T ——— GTUK MyCard

20912121 A self-service channel to manage your
debit card(s) anytime and anywhere.

]

Transfers

Check card transactions, card balance,
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Self Service S e vl view debit card PIN, freeze card, and so
much more.
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The user inputs the 8 digit account number of the payee, payee account
name, and the sort code of the bank. The sort code of the payee's bank is validated
and if it is a valid bank sort code, a card will be displayed showing the details
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° Transfer to Other UK Banks
send money from your GTBank UK account to other banks in the UK
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YOU SENDING MONEY TO: @ GTUK MyCard

ACCOUNT NAME JOHN DOE A self-service channel to manage your
debit card(s) anytime and anywhere.
Check card transactions, card balance,
view debit card PIN, freeze card, and s
much more.

ACCOUNT NUMBER 20912121
Self Service BANK NAME Uoyds Bank Plc

[RM THE PAYEE ACCOUNT NUMBER CURRENTLY. PLEASE ENSURE YOU HAVE PROVIDED THE CORRECT
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GTBank UK currently does not validate the account number of payees of other
banks. Customers are advised to confirm the account number before they send the
payment. If the user chooses not to make payment to the payee, they can use the
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cancel icon highlighted. The cancel icon removes the account details and allows the
user to enter another account detail they wish to make a payment to.
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Send money from your GTBank UK account to other banks in the UK
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The user can go ahead to select an account they want the payment to be
taken from, the amount to be paid (This must be greater than 0), and the remarks for

the payment. The remarks field is optional.
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5. If the user wants to save this payee to their list of payees, they can click on
the ‘save beneficiary’ checkbox highlighted below. The user then clicks
the continue button.
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A Confirm Transaction
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6. A summary page of the transaction to be performed will be displayed. The
user is expected to go through and confirm the details are correct before clicking
on continue.
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The user is then required to answer a couple of questions relating to the
transaction before it can be completed. First, who is the user paying?
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‘& Confirm Transaction

To protect you and other
for fraud

Please confirm who you are paying:

@ An existing payee with new details

O Anemployes

O A supplier

O Unexpected request from someone | know
(O other business (not a supplier)

(O otherindividual (not an employee)

O ‘One of your other accounts

How did the user receive the request for payment?
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How did you receive the request for this payment to be made?

(O mperson

O Adetter

@® aninvoice

O external email
O Internal email
(O Aphone call/sms
O other
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If the user selects the “External email or Internal email” options, the user is asked

how they confirmed the authenticity
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‘A Confirm Transaction

Havey fil
method?

icity of the email by an alternative contact

O Confirmed in person

@ aknown

O Confirmed through a secure app

o Not confirmed

of the email.
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The user is asked to ensure they do their due diligence before making any payment.
The user can then choose to stop the payment or continue with the payment.
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‘K Confirm Transaction

verify

from a trusted source e.g. their website.

y may go

may not be able to get it back.

T —

8. The user is asked to validate the transaction using their old hardware token
(DP275) - User has to sign this transaction on the old token by supplying the last 6
digits of the payee's account number.
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‘A Confirm Transaction

| sign this transaction.

s TEEE

the sign or 3
button to continue.

m it

9. or using the new hardware token (DP770r)
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& Confirm Transaction

DO0000

How to Validate Signature

Transfer

10. If the token code provided is valid, a successful response is returned
otherwise, an appropriate error message is shown.
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Transaction Successful

This payment will be credited to the payee's account by the next working
day subject to our checks, availability of funds in your account and the
receiving bank’s ability to process payments.

Transfers to Other UK Bank Account (Saved Payee)

The steps to make payments to another UK Bank account that a user had previously
saved to their list of payees are shown below;
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By default, the toggle button is set to Saved Payees when the page loads. If
the saved Payee toggle is not highlighted, e.g. if they were on the New payee toggle,
the user can click on the Saved toggle button.
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° Transfer to Other UK Banks

Send money from your GTBank UK account to other banks in the UK

B3 Dashboard
G Accounts Select beneficiary option.
GTUK MyCard
@® Transfers
A self-service channel to manage your
Select Banaficiary debit card(s) anytime and anywhere.
Check card transactions, card balance,
e self service elect Baneficiar - view debit card PIN, freeze card, and so
much more.
@ [ l —
= ¢

S | -

Remarks

‘ ’ £2,067.00

® Google Play

& App Store

( B3 seno us YouR FeepBack ]

v-0020

The user can click the “select beneficiary” drop down to reveal the list of
saved payees/beneficiaries. The user can search through the list to select a specific
payee. The user can choose to delete any saved payee they want if they click on the
bin icon on the selected/highlighted payee.
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o Transfer to Other UK Banks
Send money from your GTBank UK account to other banks in the UK
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GTUK MyCard

A self-service channel to manage your
debit card(s) anytime and anywhere.
Check card transactions, card balance,
view debit card PIN, freeze card, and so
much more.

£2,067.00

If a Payee is successfully deleted, the user will get a successful response.

After the user has selected the saved payee to make payment to, the payee is
displayed on a card for the user. If the user chooses not to make payment to the
payee details, they can use the cancel icon highlighted. The cancel icon removes the
validated account number and allows the user to enter another account number they

wish to make a payment to.
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Send money from your GTBank UK account to other banks in the UK
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The user then selects the account that the payment will be taken from, the
amount that will be paid (this must be greater than 0), and a remark for the
transaction (this is optional). The user then clicks the continue button.
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Send money from your GTBank UK account to other banks in the UK
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The details of the payment will be displayed; the user can go through it to be
sure they have it correct.
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‘A Confirm Transaction

MAKE PAYAENT FROM:

AACCOUNT NAME: SN Dxwxhoarqdsxtfm
AACCOUNT SORT CODE: 60-83-03
AACCOUNT NUMBER:

ACCOUNT TYPE: GTBANK CURRENT ACCOUNT (GBP)

MAKE PAYMENT TO:

ACCOUNT NAME: John Doe

ACCOUNT SORT CODE: 300000

accomtroveee: QD

BANK NAME: Uioyds Bank Plc

Your Reference:

-

The user is then asked to validate the transaction using their old hardware
token (DP275)



|
GTCO

Guaranty Trust Bank (UK) Ltd

€ > C adew i g o a % ¢+ @8 n 0@ (Upsae i)

% Bookmarks @ S Other Bookmarks

& Confirm Transaction

=R )R]

1. Press and hold 2. You will see a 3. Enter the login
the OK button to screen with - code on Internet
switch on your GEDANK- if PIN is Banking and
Token, enter your correct. Press on the continue with
PIN. See user guide login or 1 button to logging in.
if it's your first time generate 3 login

code

of use
.
|

or using the new hardware token (DP770r)
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A Confirm Transaction

Token Code

HEnnEn

How to Validate Signature

Transfer

If the token code provided is valid, a successful response is returned
otherwise, an appropriate error message is shown.
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Transaction Successful

This payment will be credited to the payee's account by the next working
day subject to our checks, availability of funds in your account and the
receiving bank’s ability to process payments.

International Bank Transfer
Customers can make payments internationally using this menu.

International Bank Transfer (New Payee)

The steps to send funds to an international account that a user has not transferred
funds to previously;

By default the toggle button is set to Saved Payees, so the user has to click
on the New toggle button to make payment to a new payee.
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° < International Bank Transfer

Send money to other bank accounts outside of the UK

§ Dashboard

G Accounts °
step1
Transfers
o o —
Select debit account
£ selfservice
Select Currency of Payment

Help [ ]
select Currency of Payment v

BUY A HOME IN
C— [ ] LONDON

Select Country of Beneficiary

The user proceeds to fill the form in step 1. The user selects an account the
payment will be taken from, the currency of payment, the payment amount (this must
be greater than 0), the payee's IBAN, the country of the payee (Customers can
search through the list of countries), the payee's account name (No special
characters allowed), and the payee's address (no special characters allowed).
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Send maney to other bank accounts outside of the UK

Select beneficiary option.
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1000

Benatciarys sank Account s BN

SetectCourty ot Bty

CANADA
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The user fills the inputs on step 2 which include; Name of the payee's bank,
payee's bank address, payee's bank city, payee's bank country, payee's bank swift
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code, the purpose of payment, who will be pay the charges, optional reference, and

the account that charges will be taken from.
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] International Bank Transfer

‘Send maney to othar bank accounts outsice of the UK

85 Dashboard © step2
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s \
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BUY A HOME IN
LONDON

If the user chooses to use an intermediary bank, the user should check the
intermediary toggle button and the next step should show the inputs for using
intermediary. The user inputs intermediary bank name, intermediary bank address,
intermediary country, and intermediary bank SWIFT BIC code. (This is optional).
Payments that do not require intermediary bank do not need this step. They just go

straight to the summary page.
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The next step is a summary page of the transfer. The user goes through it to
be sure the details are correct. If the user is fine with the details, the user clicks the
submit button.
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‘Send money Lo other bank accounts outside of the UK
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© summary
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The user is then asked to validate the transaction using their old hardware
token (DP275)
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‘A Authenticate Transaction

Transfer

or using the new hardware token (DP770r)
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& Authenticate Transaction

NEREEE

How to Validate Signature

If the token code provided is valid, a successful response is returned
otherwise, an appropriate error message is shown.
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‘A Transaction Successful
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Transaction succosstul

‘account(s) wil not be processed

New payments are saved by default for international payments and can be retrieved
when a user wants to do a repeat payment

International Bank Transfer (Saved Payee)
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The steps to send funds to an international account that a user transferred funds to
previously;

By default the toggle button is set to Saved Payees when the page loads. If
the saved Payee toggle is not highlighted, e.g. if they were on the New payee toggle,
the user can click on the Saved toggle button.
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The user can click the select beneficiary drop down to reveal the list of saved
payees/beneficiaries. The user can search through the list to select a specific payee.
The user can choose to delete any saved payee they want if they click on the bin
icon on the selected/highlighted payee.
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When the user selects a saved payee, the details of the payee is
prepopulated into all the fields and can be amended as the user sees fit.

Step 1 is prepopulated with the payee details; the account the payment will be
taken from, the currency of payment, the payment amount (this must be greater than
0), the payee's IBAN, the country of the payee (Customers can search through the
list of countries), the payee's account name (No special characters allowed), and the
payee's address (no special characters allowed).
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Step 2 is prepopulated with the payee details; Name of the payee's bank,
payee's bank address, payee's bank city, payee's bank country, payee's bank swift
code, the purpose of payment, who will be pay the charges, optional reference, and
the account that charges will be taken from.
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B Use intormedtiary Bank{optional)

~ [

. If the user's details contains intermediary bank details, the user should check

the intermediary toggle button is automatically switched on and the next step should
show the inputs for using intermediary prepopulated also; intermediary bank name,
intermediary bank address, intermediary country, and intermediary bank SWIFT BIC
code. (This is optional). Payee details that do not have intermediary bank details will
not populate this inputs. They just go straight to the summary page.
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The next step is a summary page of the transfer. The user goes through it to
be sure the details are correct. If the user is fine with the details, the user clicks the

submit button.
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Personal Internet Banking

International Bank Transfer
Send money to other bank accounts outside of the UK

© summary

o

BENESICIARY BANK NAVE:
United Bank of Canada
Ontario Canada
CANADA

INTIRVEDIARY BANK NAME
Capital One bank

INTERMECIARY BANK COX
canADA

The user is then asked to validate the transaction

token
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using their old hardware
(DP275)



|
GTCO

Guaranty Trust Bank (UK) Ltd

€ 2 C e i o v 08 »0@(wee )
* Bookmarks @ B Other Bookmarks

Token Code
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correct. Press on the
PN, uide login or 1 button to
o It's your first time generate a login
of use code.

Close Transfer

or using the new hardware token (DP770r)
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‘& Authenticate Transaction

If the token code provided is valid, a successful response is returned
otherwise, an appropriate error message is shown.
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Self Service

The self-service modules contain the following submodules

Personal Details

The personal details menu shows the user their details that they have used in
opening an account and registering to use the online banking platform.
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Personal Internet Banking

Personal Details

View your personal details
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Change Security Question and Answer
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Customers can change their security question and answer. If the user feels their
security answer is compromised or they just want to change it, they can make use of

this function.

The steps to update the security question and answer can be seen below;

User inputs their current security answer;

User selects a new security question.

User inputs a new security answer;

User confirms the new security answer by inputting it again
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Change Security Question Answer
Update your security question and answer with just a few button clicks

|
GTCO

Guaranty Trust Bank (UK) Ltd

o h % ¢ @8 O@ (e

5 Other Bookmarks

[ Accounts
Current security answer
@® Transters [ o ]
£ seif service — ya
o Help [W"ﬂlhvwrmomer'cmcmnmm? = ]
Now Security Answer
[ ....... a]
i
[ <]
[ E SEND US YOUR FEEDBACK ]
S. The user is then asked to validate the update using their old hardware token

(DP275)

or using the new hardware token (DP770r)
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6. If the token code provided is valid, a successful response is returned else, an
appropriate error message is shown.



Guaranty Trust Bank (UK) Ltd

o % + 080 O@((vpsae i)

ES Other Bookmarks

[
U] 6TC0

< C & dev.gtb k 1ew-ibank/portal/self-service/update-question-and-answer

* Bookmarks @

NLI WRNBNAUTQH NL2 ILKOFIQ...
st Personal Internet Banking

LAST LOGIN DATE: 03/10/202310:65:48

° Change Security Questio

Update your security question and

=
B3 Dashboard
[E Accounts
Current security answer
@ Transters [ - ]
Provide the answer to oo
L2 selt service
New Security Question
@ rep [ ]

New Security Answer
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This is the answer to your security question.

Confirm New Security Answer

th wht you have provided for your secret answer above.
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Help

The help module contains information that the user needs. e.g. downloading user
guides. Customers can download the user guide for old DP275 token and the new

DP770r tokens
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° Help
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This module allows Customers to send their feedback, complaints or issues to the
bank. When submitted, the request will be forwarded to the customer services team
to review and action.
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Message

Thank your good job.

If successful, the User will receive a response that their feedback has been
submitted.
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Session Timeout

If the user does not perform any action while using the application e.g. no keyboard
or mouse action, a session time out prompt is displayed for the user to confirm if they
are still using the application or not. If the user does not respond within the set time,

the user is automatically logged out of the app.
< C @ dev ot ox ¢ © 8 % 0@ (Update §)
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Your session will close in 20 Seconds. Do you
need more time?

11seconds

No




